
Keep Your Holidays 
Calm and Peaceful

Check your credit card and bank 
statements regularly

Limit activity on public wireless 
networks when shopping on the go

Turn on two-step authentication on 
key accounts like banking and email

When shopping, make sure the site 
is secure by checking the URLs has 

an  https:// at the beginning

Use different passwords for 
different websites

Use a credit card instead of a debit 
card for extra protection from 

fraud. 

Information Security. Made Bearable.
security.berkeley.edu/toolkits

‘Twas the night before gifting and sud-
denly you awake, 

Gardner Pat is attending - I must buy a 
rake! 

You grab your computer before any 
thought

You enter your credit card and think it’s all 
bought

The next day you notice an alert on your 
phone

You gave your info to an attacker in Rome!
Your time is now spent reporting the 

fraud
And not sipping cocoa by �re with Maude

The next thing you know your holiday’s 
blue

If only you had followed these shopping 
rules...


