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Email spoofing is the creation of email messages with a
forged sender address. Stop and look at the email
address before you reply and don’t click any
unexpected links or attachments.

Report phishing attacks using the bMail web interface:

Open the message

To the right of ‘Reply’ arrow, select ‘More’ (typically
denoted with three vertical dots)

Then ‘Report phishing’

If you are unable to log into bMail forward the message to
phishing@berkeley.edu
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