MSSND #2: Anti-malware Software

Windows
Confirm Windows Defender is turned on
1. Settings > Update & Security

Windows Settings

Devices
Bluetonth, printers, mouse

| Find a setting

System
Display, sound, natificaticns,
Network & Internet
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a
©

D Phone
Link your Android, iPhone
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Background, lock screen, colors LS Uninstall, defaults, optional
features
(‘3? Time & Language
A Speech, region, date
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Update & Security

Windows Update, recovery,
backup
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https://security.berkeley.edu/MSSND/anti-malware-software-guidelines

2. Windows Security > All items should be turned on

@ Home Windows Security

Find a setting 2 Windows Security is your home to view and manage the
security and health of your device.

Hpdate & Seeusiy Open Windows Security

Windows Update
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Protection areas
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B e e e G Virus & threat protection

Mo actions neaded.

Windows Security

g Account protection
Mo actions needed.

T Backup
((B Firewall & network protection

ﬁ Troubleshoot Mo actions needed.
2, Recovery P App & browser control

¥ Mo actions needed.
©@ Activation Device security

Mo actions needed.

A Find my device

Reports on the health of your device.
It For developers
Family options
B Windows Insider Program Manage how your family uses their devices.

=
@ Device performance & health




Enable real-time scanning

1. Settings > Update and Security

Windows Settings

&

|r-|nd a setting

System

Display, scund, notifications,
power

Phone
Link your Android, iPhane

Personalization

Background, lock screen, colors

Accounts

Your accounts, email, sync,
work, other people

Gaming
Game bar, DVR, broadcasting,
Game Mode

Cortana

Cortana language, permissions,
notifications

(2

Update & Security

Windows Update, recovery,
backup

Devices

Bluetooth, printers, mouse

Metwork & Internet
Wi-Fi, airplane mode, VPN

Apps
Uninstall, defaults, optional
features

Time & Language
Speech, region, date

Ease of Access

Narrator, magnifier, high
contrast

Privacy

Location, camera




2. Windows Security > Virus and Threat Protection

m Home WindDWS Secu nty

Find a setting P Windows Security is your home to view and manage the
security and health of your device.

Update & Security Open Windows Security
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s« Windaws Hpdate Protection areas

1 F o

ey Optinbation G Virus & threat protection
Mo actions needed.

¥  Windows Security

Q Account protection
Mo actions needed.

T Backup
(;B Firewall & network protection
Z2  Troubleshoot Mo actions needed.
£ Recovery @ App & browser control
Actions recommended.
& Activation Device security
Mo actions needed.
M Find my device

Device performance & health

B Fordevel Reports on the health of your device.
or aevelopers

Family options
= Windows Insider Program Manage how your family uses their devices.
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3. Virus and Threat protection settings > Mange Settings

O Virus & threat protection

Protection for your device against threats.

%Y Current threats

Mo current threats.

Last scan: 12/23/2020 %43 AM (quick scan)
(0 threats found.

Scan lasted 16 minutes 271 seconds

65078 files scanned.

Quick scan

Scan options
Allowed threats

Protection history

% Virus & threat protection settings

Mo action needed.

I Manage settings I




4. All options should be turned on

% Virus & threat protection settings

View and update Virus & threat protection settings for Microsoft
Defender Antivirus.

Real-time protection

Locates and stops malware from installing or running on your device. You
can turn off this setting for a short time before it turns back on
automatically.
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Cloud-delivered protection

Provides increased and faster protection with access to the latest
protection data in the cloud. Works best with Automatic sample
submission turned on.
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Automatic sample submission

Send sample files to Microsoft to help protect you and others from
potential threats. We'll prompt you if the file we need is likely to contain
personal information.
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Submit a sample manually

Tamper Protection

Prevents others from tampering with important security features.
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