MSSND #3: Host-based Firewall Software

Mac

Instructions for turning on the built-in host-based firewall for your Mac device.

1. System Preferences > Security and Privacy
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https://security.berkeley.edu/MSSND/host-based-firewall-software-guidelines

2. Firewall > Unlock with the lock in the lower left corner > Turn on Firewall
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Firewall: Off Turn On Firewall

This computer’s firewall is currently turned off. All incoming connections to this
computer are allowed.

Firewall Options...
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3. Firewall Options
a. Block all incoming connections
b. Enable stealth mode
c. Others unchecked

Block all incoming connections

Blocks all incoming connections except those required for basic Internet services, such as
DHCP, Bonjour, and IPSec.

. The firewall will block all sharing services, such as file sharing, screen
“ sharing, Messages Bonjour, and iTunes music sharing. If you want to allow
~ sharing services, deselect the "Block all incoming connections”

checkbox.

Automatically allow built-in software to receive incoming connections

| Automatically allow downloaded signed software to receive incoming connections

Allows software signed by a valid certificate authority to provide services accessed from
the network.

v | Enable stealth mode

Don't respond to or acknowledge attempts to access this computer from the network by test
applications using ICMP, such as Ping.
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