MSSND #3: Host-based Firewall Software

Windows

1. Settings > Update and Security

&

Windows Settings

| F'\nd a setting

©

System
Display, sound, notifications,
power

Phone
Link your Android, iPhone

Personalization
Background, lock screen, colors

Accounts

Your accounts, email, sync,
work other peaple

Gaming
Game bar, DVR, broadcasting,
Game Mode

Cortana

Cortana language, permissions,
notifications

Q

Update & Security
Windows Update, recovery,
backup

s

Devices

Bluetooth, printers, mouse

Network & Internet
Wi-Fi, airplane mede, VPN

Apps
Uninstall, defaults, optional
features

Time & Language
Speech, region, date

Ease of Access

Narrator, magnifier, high
contrast

Privacy
Location, camera
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2. Windows Security > Firewall and Network Protection

nr Home WindOWS Security

Find a setting £ Windows Security is your home to view and manage the
security and health of your device.

Hprate & Seccuity Open Windows Security

Windows Updat -
kg SICRRE & PSS Protection areas

Virus & threat protection

M Delivery Optimization G
Mo actions needed.

Windows Security

{% Account protection
Mo actions neaded.

T Backup
((B Firewall & network protection

22 Troubleshoot No actions needed.
2 Recovery V= App & browser control

¥ Mo actions needed.
& Activation Device security

Mo actions neaded.

M Find my device

I Fordevel Reports on the health of your device.
or agvelopers

=
@ Device performance & health

Family options

@ Windows Insider Program Manage how your family uses their devices.




3. Advanced Settings

4
‘) Firewall & network protection
Who and what can access your networks. Windows Community videos
R Home Learn more about Firewall & network
protection
J  Virus & threat protection Bl Domain network
8 Account protection Firevsall s on. Have a question?
Get help

| i) Firewall & network protection

23 Private network (active)
T  App & browser control

Firewall is on. Who's protecting me?
B Device security Manage providers
%  Device performance & health v} Public network
A Tamihyaptins BiatEitan Help improve Windows Security

Give us feedback

Allow an app through firewall Change your privacy settings

Metwork and Internet troubleshooter . . .
View and change privacy settings

Firewall notification settings for your Windows 10 device.

Py e

Privacy dashboard
Restore firewalls to default
Privacy Statement




4. Windows Defender Firewall with Advanced Security > Action >
Properties

@ Windows Defender Firewall with Advanced Security = [m] X
File = Action View Help
@ | Import Policy...
‘ W Export Policy... vs Defender Firewall with Advanced Security on Local Computer
B Restore Default Policy »
g Diagnose / Repair Windows Defender Firewall with Advanced Security provides network security for Windo' | Import Policy...
» BB Rkl | &) eport Policy..
- piew Restore Default Policy
main Profile Diagnose / Repair
mer— Windows Defender Firewall is on View »
Q Inbound connections that do not match a rule are blocked. ,l'_il et
al res)
@ Outbound connections that do nat match a rule are allowed.
Properties
Pnivate Profile is Active el
v elp
'@ Windows Defender Firewall is on
O Inbound connections that do not match a ule are blocked.
0 Qutbound connections that do not match a nule are allowed.
Public Profile is Active
@' Windows Defender Firewall is on
0 Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a nile are allowed
Windows Defender Firewall Properties
Getting Started
Authenticate communications between computers
Create connection security rules to specify how and when connections between computers are
protected by using Intemet Protocal securty (IPsec).
Connection Security Rules
View and create firewall rules
Create firewall rules to allow or block connections to specified programs or ports. You can also ¢
it is authenticated. or if it comes from an authorized user, group, or computer. By default, inboun
blocked unless they match a rule that allows them, and outbound connections are allowed unle
blocks them
w
< >l < >
Opens the properties dialog box for the current selection,




5. For each Domain, Private, and Public profiles, click Logging > Customize

Windows Defender Firewall with Advanced Security on Local Com... X

Domain Profile  Private Profile  Public Profile § |Psec Settings

Specify behavior for when a computer is connected to its comporate
domain.

State
IP Eirewall state: i On {recommended) - |

Inbound connections: |Biod-c {default) e |

Outbound connections: |an {default) w !

Protected network connections:

Settings

. Specify settings that contral Windows Cu
¥— | Defender Firewall behavicr. =

Logging

Specify logging settings for e
troubleshooting. Ustomize...




6. Log dropped packets: Yes, Log successful connections: Yes

Customize Logging Settings for the Domain Profile >
MName: |AsystemBE\LogFiles\Firewall\pﬁrewall.Iog| | Browse... |
Size limit (KB): | 4,096 1|

Log dropped packets:

Log successful connections:

Mote: K you are corfiguring the log file name on Group Policy object, ensure
that the Windows Defender Firewall service account has write pemissions to
the folder containing the log file.

Default path for the log file is
“Laystemroot L system 32 ogfiles firewallpfirewall log.

[ ok | Ccancel




