
 

 

Windows 
 

1. Settings > Update and Security 
 

 
   

 

MSSND #3: Host-based Firewall Software 
Log Firewall Activity 

https://security.berkeley.edu/MSSND/host-based-firewall-software-guidelines


 

 
2. Windows Security > Firewall and Network Protection 

 

 
   

 

 

 

 



 

 
3. Advanced Settings 

 

 

 

 

 

 



 

 
4. Windows Defender Firewall with Advanced Security > Action > 

Properties  
 

 

 

 

 

 



 

 
5. For each Domain, Private, and Public profiles, click ​Logging > Customize 

 

 
   

 

 

 

 



 

 
6. Log dropped packets: Yes, Log successful connections: Yes  

 

 

 

 

 

 


