MSSND #3: Host-based Firewall Software

Windows
Instructions for turning on the built-in host-based firewall for your Windows device.

1. Settings > Update & Security

Windows Settings

| Find a setting

hE Devices
Bluetocth, printers, mouse

g System
Display, sound, notifications,
power

D Phone @ Network & Internet
Link your Android, iPhone Wi-Fi, airplane mode, VPN

[—
E— Apps
— Uninstall, defaults, optional

Personalization
Background, lock screen, colors
features

&

R Accounts (‘?'$ Time & Language
Your accounts, email, sync, Speech, region, date
work, other people
44 Ease of Access
Narrator, magnifier, high

g
contrast

@ Gaming
Game bar, DVR, broadcasting,
Game Mode

ﬂ Privacy
Location, camera

O Cortana
Cortana language, permissions,

natifications

Update & Security
Windows Update, recovery,
backup

Q
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2. Windows Security > Firewall & network protection

, Settings i O ®
& Home Windows Security
Find a setting pe Windows Security is your home to view and manage the

security and health of your device.

Lpdate & Seceuity Open Windows Security

& iuxiows dipdate Protection areas

1) i R i

Tl BT el Sl G Virus & threat protection
Mo actions needed.

milin

w Windows Security

Q Account protection
Mo actions needed.

T  Backup
(tg Firewall & network protection

22 Troubleshoot Mo actions needed.
2, Recovery = App & browser cantrol

“ Mo actions needed.
) Activation Device security

Mo actions needed.

A Find my device

Device performance & health

Reports on the health of your device.
i For developers

PG &

Family options
@ Windows Insider Program Manage how your family uses their devices.




3. Check if turned on

&
“» Firewall & network protection
I Who and what can access your networks.
il Home
J  \Virus & threat protection Ble Domain network

S Account protection Firewall is on.
| U1 Firewall & network protection

2@ Private network (active)
B App & browser control

Firewall is on.

B Device security

2 Device performance & health 2 Public network

dh  Family options Firewall is on.

<.
¢ Firewall & network protection
Who and what can access your networks.

f Home

O Virus & threat protection Microsoft Defender Firewall is using settings that may

make your device unsafe.
R Account protection

Restore settings
| ) Firewall & network protection

= App & browser control

S Hen sany B. Domain network
% Device performance & health Firewall is off.
dh  Family options Turn on

% Private network (active)

Firewall is on.

3 Public network

Firewall is on.




4. If not turned on, select a network profile > Under Microsoft Defender
Firewall, switch the setting to On

s
Domain network
Networks at a workplace that are joined to a domain.
{1 Home
U Virus & threat protection Active domain networks
R Account protection Mot connected

| @) Firewall & network protection

EI App & browser control Microsoft Defender Firewall

Device security Helps protect your device while on a domain network.

Device performance & health

@ o

£ @ D

Family options
Incoming connections
Prevents incoming connections when on a domain network.

|:| Blocks all incoming connections, including those in the
list of allowed apps.

5. Repeat for all network profiles



