Windows

Lock out

1. Settings > Accounts

Windows Settings

B

| Find a setting

System Devices

Display, sound, notifications, Eluetooth, printers, mouse
power

Phone @ Network & Internet

Link your Android, iPhone Wi-Fi, airplane mode, VPN

Q

[;!j Personalization EE Apps
Background, lock screen, calors L Uninstall, defaults, optional
features

R Accounts (D$ Time & Language
Your accounts, email, sync, A Speech, region, date
work, other people

@ Gaming (’l? Ease of Access
Game bar, DVR, broadcasting, e Narrator, magnifier, high
Game Mode contrast

O Cortana E[ Privacy

Cortana language, permissions, Location, camera

notifications

Update & Security

‘Windows Update, recovery,
backup



https://security.berkeley.edu/policy/minimum-security-standards-networked-devices-draft#devicelockout

2. Sign-in options > Require sign-in > When PC wakes up from sleep

&« Settings
@ Home Sign-in options
Find a setting b | Manage how you sign in to your device
Accounts Select a sign-in option to add, change, or remove it.
e « ‘\Windows Hello Face
- i ~  This opticn is currently unavailable—click to learn more
= Yourinfo
= Windows Hello Fingerprint
= Email & accounts @ This option is currently unavailable—click to learn more
@, Sign-in options ‘u'\_!ind_ows_HeIIo PIN
. Sign in with a PIN (Recommended)
B3 Access work or school ﬂ Security Key
Sign in with a physical security key

R, Family & other users

q Password
i Sign in with your account's password
Sync your settings

@)

E Picture Password
Swipe and tap your favorite photo to unlock your device

Require sign-in

If you've been away, when should Windows require you to sign in again?

When PC wakes up from sleep




3. Settings > System

Windows Settings

Find a setting

System

Display, sound, notificaticns,
power

&

€

Phone
Link your Android, iPhone

Personalization

Background, leck screen, colors

Accounts

Your accounts, email, syne,
work, other people

Gaming

Game bar, DVR, broadcasting,
Game Mode

Cortana

Cortana language, permissions,
notifications

Update & Security

Windows Update, recovery,
backup
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Devices
Bluetooth, printers, mouse

Metwork & Internet
Wi-Fi, airplane mode, VPN

Apps
Uninstall, defaults, optional
features

Time & Language
Speech, region, date

Ease of Access

Marrator, magnifier, high
contrast

Privacy
Location, camera




4. Power and Sleep > When plugged in, PC goes to sleep after 15 minutes

L% Settings
@ Home Power & sleep
Find a setting $o] Screen

System When plugged in, turn off after
5 minutes W

L1 Display

) Sound Sleep

[L1 Notifications & actions When plugged in, PC goes to sleep after
15 minutes b4

J)  Focus assist

I () Power & sleep




Prevent brute-force password login attacks
1. Administrative Tools > Local Security Policy

- Windows Administrative Tools
Component Services

Computer Management

= . Defragment and Optimize Drives

Disk Cleanup
Event Viewer
Intermet |nformation Services (115) M...
ISCSI Initiator

Local Secunty Policy
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£ [ype here to search




2. Account Policies > Account Lockout Policies
a. 3 minute lockout duration
b. 3invalid attempts
c. 3 minute reset counter

& Local Security Palicy - [ et
File Action View Help

o 2F =2 HE

% S_EC“”W Settings Policy Security Setting
v [ g Account Policies

N i i iAccount lockout duration 3 minutes
é ':g ZAAIEC ey %] Account leckeut threshold 3 invalid logon attempts
> g Account Lockout Policy ot .
12| Reset account lockout counter after 3 minutes

> [ & Local Policies

1 Windows Defender Firewall with Adve
[~| Metwork List Manager Policies

[ ] Public Key Policies

| Software Restriction Policies

[ 7] Application Control Policies

& IP Security Policies on Local Compute
7] Advanced Audit Policy Configuration
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