
 

 

Windows 

Lock out  
 

1. Settings > Accounts  
 

 
   

 

MSSND #6: Device Lock-out 

https://security.berkeley.edu/policy/minimum-security-standards-networked-devices-draft#devicelockout


 

 
2. Sign-in options > Require sign-in > When PC wakes up from sleep  

 

 
 
 
 
   

 

 

 

 



 

 
 

3. Settings > System  
 

   

 

 

 

 



 

 
 
 

4. Power and Sleep > When plugged in, PC goes to sleep after 15 minutes  
 

 
 
 

   

 

 

 

 



 

 

Prevent brute-force password login attacks 

 
1. Administrative Tools > Local Security Policy 

 

 
   

 

 

 

 



 

 
 

2. Account Policies > Account Lockout Policies  
a. 3 minute lockout duration  
b. 3 invalid attempts  
c. 3 minute reset counter 

 

 
 

 
 

 

 

 

 


