MSSND #7: Unnecessary Services

Android

Review list of apps

Some applications install gratuitous network services that are either not required or are
configured to provide network access when only local access is required. Uninstall
programs that do not have an University business or educational need.

1. Settings > Apps

Google

X
v
@gmail.com

Manage your Google Account

Manage apps & device

B

Offers & notifications

Payments & subscriptions

Play Protect

Library

Play Pass

Play Points

Settings

@ & © & [0 @ 0O

Help & feedback



https://security.berkeley.edu/policy/minimum-security-standards-networked-devices-draft#unnecessaryservices

2. Review the list of installed programs. Click the checkbox next to the program
name to uninstall the program.
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3. Under Overview, check that “No harmful apps found” and “All apps up to date”
are displayed.
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