National Cybersecurity
Awareness Month

#BeCyberSmart
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Sync and personalize across

fr | e n d S When you log into an account with a third-party app or your devices

service, information is being shared between that service Turn off sync... k
The best way to keep yourself and and youraccount. Keep a lid on your data by using
your information safe is to limit your individual login and not installing extensions.
your friends list and restrict

what you post to your friends only. synCing Sh | p

Disabling auto-sync forces
someone who's stolen your
account or device to enter your
password, which will stop an
Friends attacker who doesn’t know it.
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Georgie Red Location unknown Lockdown

A lock screen saves a lot of

trouble in the long run. Even if

your device is stolen, the attacker

likely won't know your password.
Enable encryption so

that even if the lock screen

is subverted, the data is still ﬁ-;\\
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Information
Beﬂ(elﬁy Security Office More information at

https://security.berkeley.edu/ncsam-2019

If your location is known and being tracked by the phonein

your pocket, then apps with that permission can access that
Daryl Wentz data and follow you. Keep yourself hidden-by turning

off your location data.




