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Limit activity on public wireless 
networks when shopping on the go

Turn on two-step authentication on 
key accounts like banking and 
email

When shopping, make sure the site 
is secure by checking the URLs has 
an  https:// at the beginning

Use a credit card instead of a debit 
card for extra protection from 
fraud. 

When shopping on your 
smartphone or mobile 
device, you should take the 
same security measures as 
you would on a desktop

Update your phone’s software and 
retail apps to strengthen your 
device’s defences

Only download retail apps from rep-
utable sources, such as Google Play, 
Apple or Microsoft – and do your 
homework before downloading 
them

Check which permissions you allow 
when installing new apps.

Information Security. Made Bearable.
security.berkeley.edu/toolkits
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